
Salt Lake County 
HIPAA-HITECH Risk Assessment 

 
 

 
This assessment is a tool for agencies to determine if their data management practices comply with 
the requirements of the Health Insurance Portability and Accountability Act (HIPAA) and the Health 
Information Technology for Economic and Clinical Health Act (HITECH).  Please maintain a copy of 
this assessment AND provide a copy to the director of Records Management & Archives.  
Assessments should be conducted as needed OR on a yearly basis. 
 
Program Name:   _____________________________________________ 

Program Manager:  _____________________________________________ 

Division Name:  _____________________________________________ 

Division Director:  _____________________________________________ 

HIPAA Coordinator: _____________________________________________ 

Date of Assessment: _____________________________________________ 

Person who conducted Assessment if different from HIPAA Coordinator: 

   _____________________________________________ 

 

Questions Y N Action 

1. Identify if you have reviewed information 
systems and identified PHI in your 
agency by the following means. 

 
a. Created 

b. Received 

c. Maintained 

d. Transmitted 

 





































If any responses were No, please identify what 
steps you plan to take to identify-PHI. 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
 

2. Have you identified the risks to PHI in 
your agency? 

a. Data at rest (in databases, 

file systems, structured 

storage)? 

b. Data in motion (moving 

through a network)? 

c. Data in Use - Data in the 

process of being created, 

retrieved, updated, or deleted 

(such as data in memory on 

a system) 

d. Data disposed (stored or 

recorded that requires 

destruction or purging, 

including paper records)? 





















 
 







 





















 
 







 

If any responses were No, please identify what 
steps you plan to take to address this PHI. 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
___________________________________ 
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3. List the security steps that have been 
taken by your agency to safeguard 
against human threat to PHI, both 
internal and external. 

 
a. Employee(s) have been assigned 

responsibility for HIPAA-HITECH 
security. 

b. Agency procedures have been 
established with clear roles and 
responsibilities relating to 
employee’s use and management of 
PHI. 

c. Appropriate control safeguards such 
as passwords, user ID’s, encryption, 
key cards, etc have been 
implemented. 

d. Employee training regarding data 
privacy, security and HIPAA-
HITECH breach requirements has 
been done. 

e. Employee disciplinary processes are 
in place to address misuse, abuse or 
fraudulent activity. 

 

















































































If any responses are No, please identify 
measures to be taken to resolve issues. 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 
_______________________________________ 

 
4.  Identify what external resources or 

users of e-PHI your agency uses with 
which you have Business Associate 
agreements. 
a. Data services 

b. Consultants/service providers 

c. Equipment vendors (copier vendors) 

d. Billing agencies 

e. Interpreters 

f. Custodial services 

g. Legal services 

h. Accounting services 

i. Records disposal services 

j. Other _______________________ 

 
 



























 



























 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

5. Has Breach Notification 
requirements been included in 
agency business associate 
agreements? 
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6. Have any prior Risk Assessments, 
security tests, or audits been done 
for your agency? 

 









If Yes, please list the date(s) the assessment 
was 
done._________________________________ 
______________________________________ 
 

7. If Risk Assessments have been 
conducted, please state why they 
were done. 

  _____________________________________ 
_____________________________________ 
_____________________________________ 
_____________________________________ 
_____________________________________ 
 
 

8.  Does your agency create PHR 
(personal health records)?  









If Yes, what steps have been taken to ensure 
security and privacy of these records? 
_____________________________________ 
_____________________________________ 
_____________________________________ 
_____________________________________ 
_____________________________________ 
 
 

 
HIPAA-HITECH Definitions 

.    
As Needed: Identifies the reasons why Risk Assessments are conducted; to reflect a change in a contract, changes in 
programs or personnel, requirements of a grant, new or updated software, or similar significant changes. 
 
Breach:  The acquisition, access, use or disclosure of Protected Health Information in a manner not permitted by HIPAA 
or the HITECH Act and associated regulations, which compromises the security or privacy of such information or 
records.   Compromising the security or privacy of such information or records means that the acquisition, access, use or 
disclosure poses a significant risk of financial, reputational, or other harm to the individual.   
 
Business Associate:  A person or organization that performs a function or activity on behalf of a covered entity, but is not 
part of the covered entity’s workforce, and that has access to PHI.  A business associate may also be a covered entity in its 
own right.   
 
Electronic Protected Health Information (ePHI):  Individually identifiable health information that is transmitted by electronic 
media or maintained in electronic media.  Exclusions include education records covered by the Family Educational Rights 
and Privacy Act (20 USC 1232g, which excludes certain treatment records described in section 1232g(a)(4)(B)(iv)) and 
employment records held by a covered entity in its role as an employer. 
 
HIPAA: The Health Insurance Portability and Accountability Act of 1996, Public Law 104-191, and its implementing 
regulations, including 45 CFR 160 and 164.  
 
HITECH Act:  The American Recovery and Reinvestment Act of 2009, Health Information Technology for Economic and 
Clinical Health Act, Public Law 111-005.  
 
PHR: A Personal Health Record that contains electronic individual identifiable health information (created or received from 
health care provider, health plan, employer, or health care clearinghouse that relates to past, present or future health; the 
provision of health care; or payment for health care and identifies the individual) and has to be provided for or on behalf of 
the individual (like a benefit) and that identifies or can identify the individual.   
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Risk analysis: The assessment of the risks and vulnerabilities that could negatively impact the confidentiality, 
integrity, and availability of the electronic protected health information (e-PHI) held by a covered entity, and the 
likelihood of occurrence.  
 
Risk management: The actual implementation of security measures to sufficiently reduce an organization’s risk of 
losing or compromising its e-PHI and to meet the general security standards. 
 

 
 


